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From ‘Military-First Fighter’ to ‘Science and Technology
Ryongma Rider’

: Representative Archetypes in Literature of the Kim Jong-un Era

Kim, Seong-su (Sungkyunkwan University)

Abstract

This article aims to analyze the representative features of the Kim Jong-un
era literature within the context of the historical tradition of North Korean
ideology-driven literature, It examines the evolution of the embodiments of
the era’s spirit and typical characters in poems, novels, and critiques published
in literary journals such as “Literary Newspaper,” ‘Joseon Literature,” and
“Youth Literature’(2012-23), In the first phase of the Kim Jong-un era
(2012-2015), the representative character in literature was “Military-first Fighter,”
the remnants of literature during the Kim Jong-il era, These characters were
exemplified by construction worker soldiers, the creators of the “Masikryong
speed” who had realized the “parallel development policy of economy and
nuclear weapons, In the second phase (2016-19) of the Kim Jong-un era,
the literary archetype shifted to the “Science and Technology Master,” key
players in the “Mallima speed” movement, These were primarily represented
by young scientists and engineers at the forefront of economic growth,
shifting the focus from the Military-First Fighter, In the third phase (2020~)

of the Kim Jong-un era, the dominant literary archetype became figures like
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computer engineers who control blast furnaces in steel mills, known as
“Science and Technology Ryongma Rider’, Character analysis reveals that
unlike the earlier era which emphasized revolution and Military-First Thought,
literature of the Kim Jong-un era is characterized by popular ideology and

stability of people’s livelihoods, highlighting “improvement of people’s lives,”

Keywords: North Korean Literature, Kim Jong-un Era, Literary Archetype,
Keywords, Military-First Fighter, “Mallima Speed,” “Mallima Rider,” “Science
and Technology Ryongma Rider,” Scientists and Engineers, Literature newspapers,

Joseon Literature
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The Logic of Kim Jong-un’s Music Policy
: Focusing on the expansion of the meaning of ‘Music Policy(umak jonchi)’
and the concept of ‘Civilized Socialist Country’

Mori, Tomoomi (Setsunan University)

Abstract

This study summarizes the essemce and characteristics of the propaganda
and instigation policy in the music field by the Kim Jong-un regime,
primarily examining the developments over about ten years from 2012 to
2021, This study uses two concepts, ‘music politics' and ‘socialist civilized
country as analytical frameworks for an inherent approach,

The analysis showed that the concept of music politics, created during the
Kim Jong-il regime was deeply related to military-first politics and initially
had a relatively narrow implication, but the appreanace of new orchestras
broadened its implications,

Under the Kim Jong-un regime, which inherited the military-first politics,
music politics remained closely related to military-first politics, The Moranbong
Band, representing Kim Jong-un’s music politics, gained attention for its
novelty and flamboyance, but the emphasis on the ‘8,25 Celebration Moranbong
Band’'s Hwaseong Performance’ indicates that the Kim Jong-un regime
strongly adheres to the original meaning of music politics, with a policy goal
of establishing a socialist civilized country, This unique policy of the Kim

Jong-un regime aims at the multifaceted development of culture in people’s



lives, Culture and arts, especially music policy, have been very important
here, and the Moranbong Band has been a leading example and vanguard
in building a social civlized country,

North Korea’s music politics has evoled over the years, with significant
phases marked by the emergence of musical ensembles such as the
Cheongbong Band and the Samjiyon Orchestra, In addition to foreign
diplomacy with Russia and China, exchanges with South Korea were carried
out in 2018,

This music policy converged over 2018 and unified into a State Affairs
Commission Orchestra, which was established in 2020, It can be said to be

a kind of regression to the origin.

Keywords: Kim Jong Un regime, music policy, Moranbong Band, The 9th
national meeting of artistes, Samjiyon Orchestra, Band of the State Affairs

Commission
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Current Status and Characteristics of North Korean Performing
Arts in the Kim Jong Un Era

Jeon, Young Sun (Konkuk University)

Abstract

The purpose of this study is to examine the current status and characteristics
of North Korean performing arts during the Kim Jong-un era, During the
Kim Jong-il era, literature and art were prominently noted as the core of
propaganda and agitation, However, in the Kim Jong-un era, the field of
literary and artistic creation is experiencing a severe downturn, Such stagnation
is not limited to performing arts; it extends across all facets of literary and
artistic endeavors, In the realm of cinema, there has been a noticeable
dearth of new productions, with not a single new film introduced in the six
years following the production of three art films in 2016, This severe slump
in the creation of new works extends beyond the cinematic sphere and is
indicative of a broader trend across all domains of literature and art, With
the exception of sporadic one-oftf performances, notable works that have
been introduced as new creations in the field of performing arts are limited
to the light comedies “Showdown’, “Scent”, “Northern Region’, the one-act
play “Starting Point”, the opera “Eternal Victor”, and the play “Eternal Service”,

The underlying factor contributing to the decline in the cultural and artistic

landscape can be attributed to a shift in roles, The subjects and formats
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previously associated with propaganda have undergone transformation, The
primary agents of propaganda have transitioned from artists to ‘cells, the
grassroots organizations within the Labor Party, Additionally, the formats
employed have shifted towards practical business methods using specific
numbers and edited materials.

To compensate for the lack of substantial content, works from the Chollima
period and extravagant spectacles were introduced, The celebration performance
held on major holidays have featured extensive use of high-tech technologies
including large electronic screens, colorful ‘fire decorations’, laser lighting,
media facades using large buildings, and drones, These developments in
performance reflect the Kim Jong-un regime’s emphasis on scientific and
technological achievements. It is anticipated that North Korean performing
arts will continue to prioritize the spectacular format of performances over

the artistic substance of their content,

Keywords: North Korean Performance, North Korean Art, Kim Jong-un,
Moranbong Band, Samjiyon Orchestra, North Korean Grand Performance,

North Korean Celebration Performance

M (Jeon, Young Sun)
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Cultural Politics and ‘Popularity’ in the Kim Jong-un Era

Park, Carey (National Institute of Unification Education)

Abstract

In examining the characteristics of North Korean art culture during the 10
years of the Kim Jong-un era, this study elucidates the prominence of
‘people’ and ‘popularity’ intertwined with the ‘peoplefirst politics, Kim
Jong-un said that beauty is determined by the reflection of people and
popularity in the work, asserting that this constitutes the scientifically
formalized aesthetics of the Juche ideology, This highlights an elevation of
people’s spirit and popularity to a dimension distinct from the eras of Kim
Il-sung and Kim Jong-il, At the same time, it emphasizes the sensitivity of
artists to changes in the populace’s aesthetic preferences, as these preferences
evolve over time. Such transformations are manifest in the reinforcement of
popularity and kitsch sensitivity within cultural politics, This is exemplified
by a shift in sensibilities, as seen in the transition from solemn portraits of
leaders to smiling colored sculptures, This is markedly different from the art
culture of the Kim Jong-il era, which emphasized the restoration of literary
paintings and enigmatic portrayal of intrinsic essence. The key impetus for
these changes appears to originate from Kim Jong-un’s mandate to propaganda
artists, calling for “innovative” propaganda that can elicit unwavering loyalty

amid evolving popular sentiments of the people,
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The Perception of the Korean Peninsula’s Situation and
Discussion of Unification in the Magazines HanYang(3El5) and
Korea-Pyongron(2 ') 7 #5m) in the Early 1970s

Shin, Jaejoon (Jeonju National University of Education)

Abstract

This article explores how the Koreans in Japan perceived the Korean
Peninsula’s political situation and discussion of unification in the early 1970s
by examining the magazines HanYang(i#B5) and Korea-Pyongron( 2 1) T #
). First, HanYang advocated for unification as a national imperative and
aspiration that transcends ideological and political divisions, This vision was
not a mere idealism, but an argument based on a thorough awareness of
reality, It also reflected the fervent desire for unification among the Korean
residents in Japan, Second, Korea-Pyongron had consistently adhered to the
argument of neutralization and unification, However, it recognized the prevailing
desire of major powers to maintain the status quo during the détente, which
paradoxically could lead to a prolonged division of the Korean Peninsula,
As a solution, it emphasized the independence of the nation, expanding its
neutralization-based unification argument beyond the methods of unification
and into the realms of attitude and determination, Finally, both HanYang
and Korea-Pyongron shared a common emphasis on freedom and broadening

scope of unification discourse, which was intertwined with a critical perspective
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on the political reality in Korea, Moreover, their discussion of unification was
on the path to heightened interest in the Korean democratization movement

in Japan in the 1970s and to the movement of Korea-Japan solidarity,

Keywords: HanYang, Korea-Pyongron, Korean in Japan, Détente, Discussion

of Korean Peninsula’s Unification
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The Effect of Personality on Political Attitudes
: The Case of The Inter-Korea Conflict

Lee, Youjung (Kyungsang National University)

Rhee, Minkyu (Kyungsang National University)

Abstract

This study examines the impact of personality on political attitudes within
a social context characterized by prolonged exposure to violent conflicts,
such as wars, Specifically, this study investigates how five personality factors
- extraversion, agreeableness, conscientiousness, emotional stability, and
openness to experience — influence perceptions of unification, tendencies
toward division, the pursuit of peace through cooperation, the pursuit of
peace through military means, and ideological orientations, The results reveal
that the five personality factors have a significant impact on political attitudes
concerning the Korean Peninsula issue. However, our findings do not align
with previous studies carried out in peaceful Western nations where individuals
do not directly experience the threat of war, Our results suggest that the
impact of an individual's personality on political attitudes occurs through

interactions with the social context surrounding the individual,

Keywords: Personality, Big Five Personality Traits, Perceptions on Unification,

Tendencies toward Division, Intractable Conflict
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Strategies for Resolving Economic Conflicts After the Unification

of Vietnam’s Communist Party

Jung, Hookyun (Dongguk University)
Kim, Suyeon (Kyonggi University)

Abstract

After the communist unification in 1975, the Vietnamese authorities had no
choice but to adopt Doi Moi(reform) in 1986 as a strategic response to alleviate
the conflict structure that had arisen due to the absolute poverty of the people,
The Vietnamese authorities recognized the formation of conflicts resulting from
the people’s resistance due to economic poverty and struggled to manage and
resolve them. They responded to the demands for change from below.,

From a strategic perspective of conflict structure management and resolution,
it was possible to derive three implications for why Vietnam had no choice but
to adopt a market economy after the communist unification, (D Unlike existing
socialist countries, Vietnam had no choice but to adopt the Doi Moi policy
after more than a decade following the communist unification, and the first
implication of the Doi Moi policy was to prevent the collapse of the system
by the people due to deepening conflict, The second implication can be seen
as a genuine effort by the authorities to uplift the economic lives of the people,
who had reached their lowest point, in alignment with the objectives of the
socialist revolution and the Constitution, (2) In any system, if the status of the

people is not that of ‘political subjects’ but merely as ‘subjects of governance’
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as a collective organization, the conflict structure becomes not only meaningless
in itself but also tends to be disregarded from a political perspective aimed
at regime maintenance and consolidation, () The continuous economic measures
and the justification for reform and opening up were the process of recognizing
the people as subjects of politics, as well as the “opponents” within the conflict
structure, The numerous twists and turns and errors embedded in various ‘party
decisions’ and ‘government resolutions’ aimed at managing the conflicts with
the people that had derived from internal and external factors after unification,
These experiences were integral in recognizing the people as counterparts within
the conflict structure and in formulating the ‘Doi Moi Strategy’ as a solution,

The Doi Moi strategy served as the only answer to save the people who
had fallen into despair due to the failure of the planned socialist economy
and to maintain the system, offering insights for North Korea who is grappling

with an economic crisis,

Keywords: Doi Moi, Conflict Structure, Resistance, New Constitution, Market

Economy
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olgt EAC] o 73l ohe] 1A=, EAHQ =20 E9]
71710l kA, 45 H3lo]lZ9] Y82 “Violence, Peace and Peace Research”
9} “Cultural ViolenceS &40 2 AuH 7|2 Sttt o] IA oA = AF
olul kel AA Eeo) oA F Slak FASIAE A} T2
Vol, 6, no, 3 (1969), p. 168,

4 Johan Galtung, “Cultural Violence” Journal of Peace Research, Vol, 27, no, 3
(1990), p. 295.
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W AR o A Rl 2R AW Bl 27

7ko] MA o2 AolHrho] sju 2 B, 13 o]mr B TAHoR

AR o) A, 7] B B4 Fom B AS v}

bool7lols 22 $97ke) Fas 4TARA0) etEf

5 & 939 Zeo| e 9§99 BAL 37} BL 4XA7E
g7tz AAET BAEE AR} egwo] oy

Jejms gete] v Eefolch MAS chaket 2 ke % st
of BT ofat ol upet 2EL B AHA B, 72H
¥, B8y Zeor Wl §, ol et M B}, p2

5 Q3% 4% A, 7AF2d 2 o, T"jﬁ o] 93t FE}y (AL 59, 2000),
415~ 417_,, Galtung, “Cultural Violence”, p, 293, 7Z}ZFAl+= =X}of 2|5t A,
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Wo}, wabe Woke] BA4 Ak Fo shew A3 Aok gl
W FAi

%o FAReR, 4 Zefolst B4 At o= o wsha
o AT AR B2 A AeE
grom A el 18, 1ol Ze) ol oo st w

W e Eelo] 49, JhAs Fu WAL LA ok 4
7} gtk osle A AL Aaw W WAAE 7F AL8lA AEAE
2 B3 make| 7Hx) 9] B 7} 2AFY 702 DA A o

ottt 2R fEe A Y AR R oe vy dd
QAT ol Fu AAA HAG A4 ol el e
3t 52 “Violence, Peace and Peace Research’of| 4] “Q17ko] B4 A]
Holl AAA - Al oz AFet AEo], Aoz A 73t
o2 A] Sk wf Feo] EARI = HAIE AIASHAL IO ©]% “Cultural
N A ERERECE R E SRS
2A 85 wesh A YR FAS ok wa g 2o
A T ol2lRt TR A &0 FAAQL o2 YE(survival) o] 5
A (well-being) @] £, A4 (identity) 2] £, ApF(freedom) 2] E-15
S 3oy, o5 Z+ZHo] tY o7 Z2(death, mortality), <L-g-(misery,

morbidity), 4>%](alienation), 12|31l & ¢H(repression)S A A5kl QUTt.

6) Galtung, “Violence, Peace and Peace Research’, p, 168,

7 U ZES 97toA 7| EHoz Hast ARc dukrlozs Ao| o
A S 0% 2 e A A Ao, 5 et T
ofd & ojstz 1 dRof itk vk Al &S Xﬁ SFA) 7] Aot (1
see violence as avoidable insults to basic human needs, and more generally to
life, lowering the level of needs satisfaction below what is potentially possible”).
Q3 7% T3] 4ethof| 93t o)y, 414% Galtung, “Cultural Violence”, p, 292,
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=3 ol gAYl 2
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“Cultural Violence" o A= ‘B314 Z&FHolgl= A2 go] 71

Qg ol AHA Zeyl 127 ZYS Al o SUEE &=
312 94 oudit oA FosF Ho Mo Hlz ol By}

elob, Ao FAAU 95 £ S8 Bapleke Yol 25

o 5% Ao A2 BT, FA o2 UAES B =

el A9 54 BB, S AATE B st EAA Bk BT
£ o= 9t}

ZE2L “Cultural Violence” ©]3-of (u}zI7FX| 2 1990dAtHof]) 2&SE ¢}

£ 2904, wohd F89 514 Het ide o & olsfish] sl 2

AR digt A2 Fo8 SVA7]AL ekd & o FAFeR, Be

e = 3t BAF O R ougt %?‘ WAls =5 24 &

<, NS I F27F AU e A wolA 2w, ¥d

£ B ", ol Aol A Aol o

o FA A et s, 1Al FAE IF HE| o] HolsiAS

8 =N HI by o ORPE— - BEEES - MRAE] HER, TV by o
7 DOFFE R —7 1 — Uk & FFELE GRED: i3S bit, 2006), pp. 189-190,
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o] HFotE =, ol2X T2 thiel el Feqte 7Hl AlgEo] Wik &
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o J2A Sdle A= a7 THFTY= ool omH Lzl A Aol
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CIRCIRRE P =R ) *ﬂﬁl%ﬂm (T 32, 2021), 12625 - o] A,
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(B -1y 22 #ISO| SH
;|L7]' 7]("):'—] /\]E"l/\]—il
2 T4 =71 F849 o9 NS B2 =ah
=22 AAH A A=A AoA =

UG 1Pvd A A 7L 23PJEf] o]2A] HUAL, 20119 ZREFO] Af
A SEQT oAl JAEUE pve AAE Tl 340 Ad A2
(340,282,366,920,938,463,463,374,607,431,768,211 456) | 2] HAAS AL + 3l
A =3Aeh ol2A HAE HEA A= A FHAEEY 0T I 4%
ol ol A== dlolg7E doitkeE AR H3len olet
7tk ddoltt,

flo B %



o] fAjot}, BFA H|H|(Max Weber)7} |23} vRe} o], L=7te]
Al =7l 2%t 97 o] SHe AAR A ZAle L5
ICT ZoFe] o] Qlg=5o] F7IAAIRZS] g 5l 2-&(dual-use)©]
7Fssithe Aolth. & o714 9] Eelvke =717t 7152 A4 A
£ 559 = Qe VIerL"lE m=Yste] AAEe Alatste o
O, FAASONM Y] AE EZ 13| st HolA HSsEr A
HICT Z2kE 2 =7Hds 5 AbolH 529 FofsiAl= e o]
2t AQlof] 7]Rljtth =&, o= Qlsf = = 9

7P ARl /e 71deke] |9 Sol AEdEE S
o Aot

47} AFQE O] 71 28 EQl) AT 7| YA AEY] BAL of

S5eF AEolth, ICT Eofo Z1YEolAl Slol "AY Folgt Kt
o 783t pHAEEHE Adsta, Bt o 2 3R] golHAlEE &

o

13) g vy A, MG o, TRdo g el HAy (uk U, 2014), 19~20%,

19 421 AT Alte] 7|ed 1 BExT ofuf R o R QA wgat 8
S FEIME= A AAE A Gk 7levde] Wizt 7|¥e 2 g Bt
ofle} el 8% FEE & QtEtE He FAALE, AR|o] b=t PR}
Sx 1 7lg A ATshe AL ouisich” A, Mol xske)
AR Wk, HAu] 9, T4x) AldE it A8 FAREE (35 e,
2020), 43%; 3] B2l UA A, oula - o|% - AEF o, TAfo|u T}
AR, (KL AFESAL 2017), 48~50%,
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AgromA 7t o we) Y=gk Yrhe Eg ofe 2
DA 2912 A HLukE a1 ol
8ol AAY ABASe A% el 247] e
golgHlol A5 1 BEe Halb, olefat 4ahe wro

ICT AIM = AHE e v oR o] Rojx= 7|4 It A Msa)

ARSI Thoret Welo) FnAe Frath Fa4ol ZlRdel |
94 Az Aol o)A 7)o

25 e R ) A, oIl A H20 Al oA
WA AR N FRATE WA NS £, FRAAY Fejz
oled Aol Al m % olgulle] g
g1z olFolAn ek He FHE aghy)

ARAEY E B BEe A Ao shuolth ANAEL o
A, o] BRAH AAS SHIe], x5 Fof 54 A7l e
AAE HH BYS 5 A Holek tHAR S olg A AuE

ol
o
2

15 AFa, T4z) A E gy gRd AR Adel 44 dudigtn ezt
HPA}SPHLL, 2022), 103%.

10 2 - AGd, "2AZAY, ALt AREJE WY nlEly (Mg ghA]
t]o], 2017), 215~ 216&
) Fa7Ael digt vlEhe o3-S Farstet 9ol RIFAls Al QIzke] =

a, 28%; o5, riiE?mdol 2th (AL AR, 2017), 299~319%,



B 71 BeIAE0] B ol#E FHeE (]4ew) ddjsis A
E3 7Hss A EA= oldd H3AEE THeAl St EEEol =4l
[IE B3 o]S=1E 98 =2 2AE]WHressentiment) -2 HA A
AR ATel W TYE] Atk Holoh kA AFT u}
Zol o], WA aiE BYYoogMN, FHFU 2EF]

)

=

2 7hhe siFeld HEs 34 Sol ofo] gttt

2. T7IARIRIZRE Q] UH

(E II-2) WRAKE 2t 28 A 2

L7} 71 AL
- AT - AJAafae] X o .
7} (Aol 2E, AR (E=olo] A1) A AAA

A G E B Al [ elARe] 4, sl
(Alzlo] HeFde] Z7h |H1x1e] 4Es

HERS S FTEFA O™

719 |34 Ao Akget

AR [olelz el B gl
A8 @B

W QB A AEYI A QAR A A, 1651695,
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=7F tf =7 7F HojRl= 254 tEA QL o= Aol FA 0]
tf =7F 29| AlojH & A o
THO] dgtor #3E= %‘—OrE Ao, F= 2upo] Y Ao
71Ege Ao EN A4 4
tow FEEal Q1)

FEA= AA DAY HFHE A& (brinkmanship) @] d3to 2 E3 7]
A A =7E] 7AYo= 3 AT o], 2Rt Biet T, <l
g A Nt SEEAR S 4 Utk Holt)h w2 E0
E5S Aetals SuHEA AR A dlo|EAlEY 23 <l
Zeks 407 3 sf7)o] FAIThEA H2et AR AE A
T 71 wzoth 20 Fef o] sfEhelo] wet, =7 EAAE SH2R,

19) o3t AlxgdF o] tjEZ 0] o2 20159 129 23Y $-Fzlo|fe] F4 ¢l=z}
£ e AE Yt Aol FAE & 5 vk TA] 2250001 0]/
F2etolu} wRlEe] AY W dio] FHER| g AdSolA A Al
A E =], 5 24l o3l o]Alo] BlAlof AR Al Ao YE
ek 714 49 FA= A=l A EsiE UsIA Y= THO R,
22720 Aol EUAH AAteza s 2 o] XA WX Ao
2o A A AY-S 4]l it} Alexander Klimburg, 7he Darkening Web
(New York: Penguin Press, 2017), pp. 205-206; &t 42} A&} o)X g
AAF=E] Wdel 744, 194%.
2014 5+ AR AEZE A AlA] 6,0000] ] HE7HeS o= o dex
Aol A, “2025A7HA] =7IREE ] A1 (o] Geof wA|= Tl e}
1Ty AS EHESt) titi Aleld FZ o] WA Ao g o st e
Aol i 61%e] ol2&= FEAEC] AR o ek goigich e o]=gh
e e £30] T AT YEoto| =] oAt ojifor eaE A

20

=

pal

olgt & 4= Q)& Aol A 19959 4¢, vl=r SFefsul AJE| o)A WA
3l glg] o] ojutz <13 EMI 1S9 592 =71 dielE] JA(U.S. policy
on Counterterrorism)” 0] 2= A =2 &5 &5 PDD-39E &St v} Q) o]
2 ARAE D S SN e) HePEe HEShL old] mE Ak
Z3T517] Yot W2 Ls]9f HA 7 Al A AR ek(Critical Infrastructure Working
Group)o] 2 WEILE, o714] ‘S5 AREHe SA ofwl s]uAlHo] HA1Hal



olo] O e A9 ks H AR Aol oJFt ojy
2lo] shmet A Fulolt)

AAZH Telo] QR oA Fuo] 49, olF It WSl
of 1e2fo] 9512 AFE V=YY S FHAIE AU 4
o2 AAE L it} A Zgo] F e (zero-day vulnerability)S %Eﬂ"{\} o}
zZH2- ol RxelE =euial Qlek Alzdo] HofHel ¥
T AP A o] 22 fI8f IT 7450l Het A5l %%5‘] o]
AR S LFAAY Z2IgE SA5H] Wl A= dEA Qi
A= ot Aom EAlE 2ZEe|7) =7t 7IXA oA = AR
Srhe Folth aemE nlRoAL NsAL BRARAME (i Force
Information Warfare Center) 72 QX 7|3o| A2 go] F kA 2AsH

B, g £ZEYOIS 2AZ 71l Frste] o]9 A AP

O-

A]

sfetsh olof st (HEEA
H

U, LHAE, b R AR, 2
- gelRAA, A 58

23 s/ P2 2l s
B HEA| &St J5S HAISH Hdt &
So YEYRE nudo R Lol A, Ae
Qg B2E W 5 YA B oIk, oleld et
X a ARERe, ShA7IEA Aol Afol] B7bolet Bl e Eet Egt
Elojof ghhal Fggar, o] gk EA|AL =3 IR H YAUVNAAE BT
(Critical Infrastructure Protection)’ &= A|&-2] tJE% &7 PDD-639] Jz+sf Tl
o Feo 7]H]—6]— thoFst Alo|u] Kol o] 2AE O
o}’ SRARE FERAR Qs o] FA Y
2002l 9/11 ®l2|7} LAYsERF ZHA Z % WA LT ATLAZ T, ClA, = T
8} Q] 3]Defense Science Board, A|EA W] HE AL, thofst =y
2, ofolu] 2] W5} 59 XS0 A BAl oA TR A3k
R Apolw] 9] ZRAES FHAZ AL 451 FoEN, YEYA H
R thot S-E= A2 Wr|of o]Et} Alexander Klimburg, 7he Darkening
Web, p. 363; vt LWl A, Wil o, T —rﬂ«] s FA=7h (A&
Balo]z 2016), 602%; Tt A|ESH A, PAE o, "xlolu e 2d3t o
Al (A& Ziv|t] o], 2021), 57~59%, 131%; HH L, 43} AR ST} o] %]
g AAF9 HEY 4, 1965,

oﬂ_ﬂilmXEi
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o)

wego] ZA sttt EAl= QR o] Alol A o] “HFE UERA &
8-(Computer Network Exploit, CNE)' o] ¢]Z+8l] A& FHeFd o tfaf &5
1{1th= Aot

CNEO|| wh=t A}=52] Jfoj& I3t A2, AA|A ez A= HE
o] HF| o]59 A"S vlE] Tefshar thAsh= Aolt), I ER
S oA ‘AFEE UEYA Hol(Computer Network Defense, CND)'

N

2} H3FE YEY A &4 (Computer Network Attack, CNA)' - S}LFE 423
Bef 7Y slolaRanEg T2, AxTeh 2L g1l EAIT
ot HAFANE ASE ACR 7k B, Adlo] Hef
HE 719 2ol BAh IRk Wole] AT o ol BRI B
o] Hojoll Meo] ks teelch, BAL FAUst HopHE Aolu] WA
Weolu} Hlelel A So] HAT A9, AU Aol JrzeAn
= Aotk A= ol A EAEA 2=
el 9912 A SIal, obw ol
g eHdsHA wEdltkes RS ow|gitt
s A9 e A9 WA Aol Adstaubuion) EAZ 2
ol 530 gzt elote] ot A Sl AAEyolE oz b
w2 BAo] o]9] A dolth. B B FAHOE, 20070 o2
Eyote] e TRloA Fad Al7|o] AYRE F2 7o 5= A
st = it A917F BAsEAL, 2lAlok= 351t AR AfelH 54
= AT vk Atk ol=2H oAEYore] 3y Ql=ZErt of 85,0007
FEZ o] Foll Ul 340 R theH =T, o714 oAEYol 4
oAz Al5zo] A NATO FHll=of A& 247t}

ez (I
)
i)
ox
2
o
=
|m
o
1y
il

A
rr s

2 AL sfEl s A, AW o, TR e A @ Wan (K& g, 2015),
166~175%; L= RS, TAfoI O] 2WFh HAaly, 127~128%, 185~188%;
AL, azp A i O" AAEe] g 4, 2165,



ShARE B Aol ATt FAA S RASEL Qe A, ol2
A2 Y 5 A7l R |4w)o) ol=3irh
ol FAALE O] MOPARIFEL tlms Aol AHE 29

A
E A7} HF ZZ] RBN(Russian Business Network) 2] 4&-F-0|H, g &
Zo| @Alob HHIATEB A%, T elstol ofolzl Aolett
ARl el dAE AsfE 2 12y A= RBNY FSBE| 325

U5 et HAE FHT 4= §llchs Holth AnkrE RBNo] = A| A
| mEE 5 WA =R 2ol ARE sid FA0] HAjo 9%
|k Nashi94 =gt off Al o A BIE AP GThal FA] WETFO 2 H
AHEE FulstA "ok & 2Alof AR Nashi £24:9] off= afj# & ™
=3 ﬂl:‘?’é‘m Lo00ge] A= Ha-g ERth 12U RBN &F-9 QI
2h= ol5elel 20081 1FA|OKGeorgin)E WAL 7F Afo]H F2 o
A TRA] HE B AJobo] TAE AW E ARS-ETE22)
o At A ERlIEl= viel o], A&} oS HESE o2
3t 2AEE Qe AtolHAe] gt H A A Jid 4 ARl
rojell mehehr] Zshar qick ge] el A9 s IATE Ei= jus
ad bellum R AT =33+ AT jus in bello®] A2 7N -2
2 458 Qe ool mEshA] Xt Aotk

2 FHOR, SUt A A B7](doxing & B 4

A oA AR FFE VAAY B FAAE A4A7 = FEA
AY(information war) EQF Afo|H| FA 0] QFe& HEIAIL 4= Q=
olg AL xfolH A NPL AU AAS AR AR (political war) 2]

o >'J~

Ao 72 Hk=0 2 st SAFA]

T =10

oA ek JRAAY, 52 Aol

2) ZH = AHEH, UPOI‘HZH 2
Web, pp. 232-235; Q¢ T4z}
102~194%%

3t A}y, 217~2222%; Klimburg, The Darkening
GBI} A WA A T4,
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H A A2 AA A EZIQP AREo] Jlong 53] Aol T
I 22 AT =7 B AED] o] AZIRE i olgrol thsh
e vk okt 01]74T41 200190 F - HE FHeE AZME A
3o 2 7] 9-(Shanghai Cooperation Orginazation)+= H|AW=+E1}9] A
4 g Yol AUl gt T BAE FxIbE <)

A&xom TR gk wE vEI GRS FHOE 3 AYRES
AFo]H A 1| 0] AZ 3] (Conference on Cyberspace)2h= HE2] F2-S 14
sto olof thHZS A9l gh=dl, ol A5l L5d AtelH A
o A o vpglo] AAH AL Q= E thE Yo ® Agstar Q)
A - A=A AgH]ol oA o]e] ETi7h H= il ARA| Rt o7t
o|Fo|x|A] kil QU= Aot

A A AHS ol Aol F1te] qhEel HokE st = 1Al
ARl 9] A== A B9 (intergovernmentalism) T Th=0] S| AR 2]
(multustakeholderism) @] IGO0 & oFEE]o] Qltt A A}o|| &3)= 7=

X

QFH G BAloket 353 D olSol A AAF Eak w715l
3EH
=

o, 3= Ao E Yo AYETHER o]Fo1A St o7] 49
Ao A= RS HE A ol Tl e o ‘mrked, HE
oF glofele] AfEe &5 of WAl B F ol e o TAISH=
Uo] BAIE ofalEa itk Teith 2017de] AUE Al UN Ak
HAE7I15(Group of Government Experts, GGE)O| A= &l %] )l 5=0],
o5 mEL /4494 ] 2T Fobol o] el Yol %
St &S HolREa Qith)

AR Aol sk Q= bR HE wEs] S

) oo} PAE TA|HQ =ojo} 25 W ZrlSo] A oA A
8-S Hzalet vy - AP, (R Alo|H o] BHA: A|5x} UNGGEZ-E
S FHeR) "FANEE=E A3 AT (2018), 43~68%.



k)

o, AR Athets eitiele WA OR F7t doly g
Hog Y- BAZ 7K AL, olzle] @A Ml det 27k
4 A9 S APske W ooluet e o FWoR
QIeHs Folek. FAI5ERAl, of2] 5] S-EE 2 5 Erich Ludendor)
AL ThE 4B B AN SekeAH 2] BAE A
AA, ot AL $ak Fu)7Iboleh X3 thE ke e A
Ao A% 4] girke oJnlE wob AR AAGE A, Der Toule
Kreigh®] 7H¥& Aokt v giek20 udge] weto)x Fewe] &
71 Qe el A AR EE Bloleolng, ojd] sjuket Am W A
(facis)ol] That sk ehmsks Aze oele] ATz Adg el

7 gleks)

)

0 My N o
T
4y -

[ lol = Folvt whect olefat
g ezt (5 sheichelel e
) ek AN 4 gl AT S WAl shn 9] Hizelt

Il
HE Apolw] F7holl A glolE o] S5 RO A= T2 A ol

2 sgolut
ey 28508 Ao ek HE oY BE Mok
= wejole B0 AFAS] BELS BHFHE A9 UAY AF
FOR +YHT gy, ol B4 shejrhele] B9 oA 1 wHS
53l 251e I eichee Aehisle AAAS ol gl W ohy

24) Juan J. Linz, Totalitarian and Authoritarian Regimes (Boulder: Lynne Rienner
Publishers, 2000), p. 51.

25) Dennis F, Poindexter, 7he Chinese Information War (North Carolina: McFarland &
Company, 2018), pp. 17-18 ZUT, 43t Al gat tlAe AR A
T35, 201%,
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2, dEFA A AARE Sste 8ase WESKL TR0

1, Z2A 9 58 Ut 108 o] Aks EAIZH 10008 o] A= Al BThS
R L

2. Z2ANS ThFRE B 47] e ZRAAEL ekt 42 B
o dlolel e Ak HAE Aolch uebAl B AL QholA] ofe %
R ZRAANES AHGRTHE ALge] AT Holge] Hobd Zo]

o &5, AAAAE QA Abel ] High= Al o] AR RIS Atele] Hist
oA A3 o] & AR otoluolE A ZlolH,
3. ZRAIAME 719 42 54t A= dZo] & gtk ZRAA9 &
FTHE =R &80] gtk @ 79 =AIE ke FYel &
Mol nyE mASEG 2o o B2 BAA - 7leH - ARA g4
o]Fof & ol
4. BE3= 9ES w013 ARE w8 TEAMSS dAsE
OIEI7} AfEAl B2A] Rt IuhA] Ego] HA| etk @ =
AE dEshs B2E AdsE, mR2of FErF SRAY SAAE 3

S AJPAEY] olFS AT 8o & Aotk

200 HAE a3 #, Wyl o fZakee e el vdgolg e AxHAIs)
(A& ARUAIAEL, 2015), 332~362%.
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B8 DR 21 WS Suow
o IS ddT A, el 4
off 7¥7ke- Aol AA Frt, v
7t & AAETE ICT Zobe] At ofyel, A-E7dol ogth Al
=594 pEo] EgtpnlE ¢l Qltk=
=7te] S-H= thEol s AAT=47F YA
2 AE 9 n=e] Zlsuide] et A
2 Zlolgbes W8S skl et A7lo: UFe d580] Q=
Aolth a7t AAEUS chgolsigAbelo] Sfg Ay as
TR Aple @ 4 e, 1 /l9lo] ShEskole nE aA s,
Defense Advanced Research Project Agency)?] wARE AT 7]&AFG el of
EIYI(ARPANET) Ol A H]ZE ek A2
ORRE7EA R QIE Yl 29 9] S5eal & 4= Q= ICANN: B| 4] 27t
A& v|=t AR EL(United States Department of Commerce) 2]|3}of 131
o} oo thsfiAe ARF2] AlAAE AL Al A717F ASl=

o, = &kes SWSE A3 AHY AMdLe] gtk A=er) shet

B 2FE B4R B ARl Qi BASe giE Fuy Brhe] o
(communication imperialism)<-, ¥3F4 A =-39(cultural imperialism) S @ o] 7
AA A=+ (economy iperialism) 2 WA= AeS Holckal Agsh vt Q)
t}, Johan Galtung, “A Structural Theory of Imperialism” journal of Peace Research,
Vol, 8, No, 2 (1971), p. 99.



AR A9 2149 302 7150 B8] 7140l depimeon)
g S7I8HL Q= AdFolth) IRER ofrjofl= AR w7t of
=7k AR HAE B o ARIARS] 2F 9] 9] vt A o] EAHRT 0
AR AP QbR G2 ol EIL Q= PAoret F=o] ¥
Ao HEstE s J8 ® UE 52 agtth Jud] AR50
=2, o]5 AREF9] A GollA AlRIALSl= R0z Q1A Eof 7] uf
otk o]2Rh )14 8] AR e FEFof AlRIALS]ef thet Bh(Karl Marx)
9] HjTS do] A (Georg Wilhelm Friedrich Hegel) 27}A] AHE=4|,
S| AL 79] HASI|A A|HARE AFgJAFR-0] =lE]E= Lo 2 THF
sto] o]5 AAlst7] 93t ST 22 F7HE 245k St it
Ao w2 “AIRALS] oA QIS 3 F(S2 UREE) o]¢fof gt
o AR 282 15 AAIe] EastnE ARAsl ool v
o PBae, 1T 5L HRE ETHOL 2 15 Al ALY
BHg O3 thedt o Hat 1uE sl B
KBl F0H 2437k AEks Gepole], of7A “mag A ATA
319] eFSof thAsk HHSolct
SR olajgh A WEke HorS o) AJulAlsle) ot tHst

7] SIEH WA F 71 oPERe 7)8o0] FRelA AlgE R elolet

ot

JZi

2 2HE W, BAAY A, A5k o, AL faAdE; (48 4de], 2014),
178-183%; 17, "mlEd o) dstel SAg Ao wgh, 5%,

0 ZHE W, WA ALY, A HAAYE,, 2782085

0 WA E JAE A, o]F - 28 o, Tghaok Aol (A1 7R, 2019),
30~36%.
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E2 THEQIEYl(Internet of Everything) @] A|to|YwtE ZHA| L} AF o]
e Sesodc Qe AstololA FEETL Ut
o] Zg]A o] ‘Honest Shanghai= QFH <Ql1A] A]2HEl(Facial Recognition
sysemyoll 719 A AlRIEe] Q4 ol dhat 241 S HRe) o]
EjH|o] 20 AFAI7|= WAl e Agstal Qi o] s of & A0l
H fAe] SRS ofF £ FS 1
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32) Dirk Helbing, “Why We Need Democracy 2.0 and Capitalism 2.0 to Survive”, Dirk
Helbing, ed., Towards Digital Enlightenment (Z{irich: Springer, 2019), p. 123; Rogier
Creemers, ed,, “Planning Outline of the Construction of a Social Credit System
(2014-2020)", China Copyright and Media, 2015, 4, 25, ¢https://chinacopyrightandmedia,
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wordpress, com/2014/06/14/planning-outline-for-the-construction-of-a-social-credit-s
ystem-2014-2020/); Rob Schmitz, “What's Your ‘Public Credit Score’? The Shanghai
Government Can Tell You”, NPR, 2017, 01, 03 <https://www,npr,org/sections/
parallels/2017/01/03/507983933/whats-your-public-credit-score-the-shanghai-govern
ment-can-tell-you) .

39 o= gholQl A, o]gqt o, Tod 1Y o] FHAl (A& &9, 2003),
144%; 8+, 4z A at tx" 450 Hde) 4, 151%, 2035,



ol2H WA=, £ 2Ag Hol, ARA EETY e
= HES,
7ol HEE ol ol Y5E ARIARRIZE THEA] o=
oAtoF ¥ &l (Isaiah Berlin) 9] “A=2] A2} "2 =2] A
Ik 745, Hdlolgo] 7IReE WA= Zoj= FAfof Higt
Si= ZhEd = Ak WAl ofgt A2l 2Ape] FAY e Al
R Ao A FARe] MAE AleFstal 7] wiZoltt

Hoh o] FAIHOR, QA A GE 1) oA FA| O Etof digh
T4 £, S A3 B AH Aeh g Ao AES HHEA SHA
etk 2By o] ERE ST AAAFH | A, 2o WEtolA
FEg 85t AU ATl FHFZNAM Y] Eee Sl At
olEloltt. T ARIEo] MH|L o8& HI7IR, tlolE EQIER el
il glom, o]gt 7HA] wgho] S A ZullE =3Il 3l

7] el

ool WAlEo] QAL AU F2S ERE dhREo] A BUE 7]
Qe ol GATE AHIAE ol 83 AR U U, ol WHAlel et Ju 52

30 QIF ATl oFt WA= FA7FE A stAY 24 e’ ZFades A of
Y7l diizell, 254 ARfoll et @ ok A2 &) gt el sig
gt &, WA= A9 A 9] Lol = Alelol] 2 vA, HERE A%
o AAT At ARl JIFe R EFTY] Hrhs Y & 2%
sioh” o2 AW A, wjd@A o, RlFA S-S o] AXAY grubef ¢levks
(A& AZholg, 2023), 41%; 45 E3F th29 FollA axn|Alg]o] wtAgt o]
3k el zzto] tfgk ko] Zeof tigt Fr SHgE =99 A7t E 5
NS AJstaL @It} Galtung, “Violence, Peace and Peace Research”, p, 170,

3 WLl FRIFAF Al A7He] 275, 2035,
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30 910] A 128%; wl9], TEHE,, A 9], 20709 A JiEeR ¢
AY 71EA18] (A& AR EolzHv], 2022), 315~316%,

& “aetolnix|ef weto] gt ¥4 eto|u|A] Hto] A ek x| bl
A= Gl tigh B oA &38] et = A - A EA
(well-being)©] Zr&& o]o]"2|= Zlojtt, RIAE mAz, IEekeE e}
aie|oel o] HA A}y, 240~244%,

ERAFoYFZolg w3 AASIL 17He] A A, SA4, M d 58S ¥
B 7S Mo RN AR AS AL THs AT 1 akr ARk
A= A, B3H4 Folt B AEZmUSold dAYRIFTL -
ERAFH-ALAEZFHO] GAE AX I F& ° ol AW = §ls
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E|s} cpaghe] HolE wAST YLolE BTE o5 mEE, oy
Ag jstel, YR HEY UelR ek e B ohue} Y
2] 2 ZA7) 7HR] Q= o] H AFSARS AAETL Qe o] 3 vt
Ao AR = 204]7] FHE] k=B E 9JY(Norbert Wiener) 7} A A $E Afo]
HUg 2 o]gor ASe ket fds 19408l sid o] &<
AABHHA 2 Fekgof et QA =S Folf A7|x2dsk= 714
A Apsle) 54 ol v sl

olgfgt 9y o] HIHE GA AT A FHT= FYAL
W 42l 9 AHF) EREE o 2 588 o
A Qlek, o 19619 7 A223] v EAR 3
Twenty-second Congress of the Communist party) o] A AFo]=H U €l
A3 B AR AT 2HY Re F Shr AEYe
THE o] AI7IE =53] flds, Aol HAlotoArtEe, TIHA|
(Antonio Gramsci)u 8|43} o7} S Ueds] sk fluieh AM7ER SRt
Aol ol 2t

w2 st o) A2E EA7E He e A oHT ZAEFH S
A5 HAFE FHo Tz Qs ZulHd s Tt 2AE
(superintelligence)o] £33 AL AAZ 3}1L &d|, 0|9 =& AHS 7].‘1]

# Eo]H(singularity) o] 2f A7t 7:1@—‘%, FEAEFHO JHEA e 9
9]y, IFEAEFHSI] S, ZAEZH Ao FH; (T 0}7]"9\7
2019), 30~31%;,

39

=

W iy A, 231 o, 1S Bl faEwAl, (48 A - ofo] - e, 2010),
1653 AfolH{uEls o] 20| o] Fele} Ealsfrui ol 712 kol o
AL oS Badke) vl oY A, s o, TEAAFHUZ, (@5
235, 2018),

40) Klimburg, The Darkening Web, pp. 208-210; ‘B-4-& o|F7| {8l &A1} =3
AAZ RS 1AL EAQels A AAES BIE oy o] H|A.L
A FARAAE Aeete 2T ApEniEEolE A Ao okl
ol Aol ofsf AAZ Al v Qle}, ey o] AX A o] f= Qlsl 2
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9] afAtoln, Erele] QA RRE AFFTHALF ] oMLAE WA
ororTy £ ‘Elele] ofx|o} Eylo] FREL: o], &1, 52 2o
AL B % ool 7|kt A3} ZafoluA] Aol 91719
Ao e, 99 AcRE 24l o]2o] wAst gl o]t ¢
HH anSo| giaf $2S wotw AtoluulEl Aol 2g HE A
oF glchar FA3t uf oh—,} 41)

qﬂ_
st gl gela) edel Ze S 4
T2 FAE 71&A 280 Fr7t vlepd oz Padtel aet 7
QEzola] mejnrhs dolelo] 47, A4, Hel, 7hE, @
ool X 2ele] HAER o] 53 97| Hiolth of7]4 3l

2w Qo)A olF EASH: Sl Rt H 2 749 AgE

Z
=2 QtolA sl 717, & Adsha Bk ALwe Y4By o

7)ol o]2ct. o]e} A= TS xRt} RAE BAT Tgees
AEl e ddolE Zﬁlﬁﬁlom 39~53%%,

W AL YL A SR o, "9 o BA EAEFHo] HleTh (15 &
HAE 2021), 25~26%, 161~206%, 210%,
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A= P 15 Ao —4?* Xﬂlﬂ Y 2AE FAAA
O ZH HEFAN et 7] e A=star ek of7]o =71¢]

1

g SIADALE S T U] o] ARA AATS A

ol 9l7] whiolth T So] aE ARlel A FHIHEel4 o B
a9) TalAE ] Ao X9 Selt gt 7 g

o] gretojebis AltA] QA1 o Yol Ege] 2o A

USAL EAZ 7He A%, olZlo] BA hAle] et o] B4A A

Ausitorn Mg oFelol AAFolR 748 7Hs Aol

Zey tE ghHe R, 92l ARAGAI A" T (A golE ZRatel
%Oﬂ 7]*1?‘&) ‘ﬂxlﬂ A HLE Fo, thEolai Ao E et
2 Zo] #9200 AT} F
£ Aol M= 42t 4k
g 4 7lgﬂl*9‘°1 AA Mt 1%t Zé‘l—i olgto] 71 =H FH =
SHOR 7)5skaL Gl W, ZJ_XMW% olzlo] & 71gB A=
o5t AAA o] m g ALET Qi zjo|7t 971 BFAUF o)
o}

l-H
&
1o
r o
QL
2
_g
HHD

A% o3 HBS P} B FYRFA SEA LTl Y 7
59 BAE AFEHe oAl HIEE L], old 4TS o5 (oT
o Fehes ARG, woolEet olo] ZNEE AN AFAE FO=
QR 22 71EALO] TA FAT o] HHS o] £ Ba}A
faE g 24 vgo] Wasihs AEos Aduc



oY
—
[\
off
e
o
ot
2
o)
i)
)
for
l\)
S
Do
S

oAA @olg e =4, A%, A2, 7+

[e)
- goor HY FAHFIE 0F71Al7l%tﬂ AT HE2 AT
of

o
E
<>l=°
filo
()
ot
e
N
ox,
1o
N
fu)

. Pzwiw cleith A 2o e of
&

2o 12
o8 prHon @ WS BAE AR AR TN ejm v
ofd 4 H

Qld], RIS AA|she (CTHoke] IR ] A
= ol7|= st
R LR P B D P e R L R R
7} A olsjuAet s wA doje o] 44, A4, Hel, 7HE, %
Fgow ojFolAk Urle] WY Bo| QEFold nenct © $AA
w3 gk ol7lel A 4%k AblE O] A&l 2] Fhste AT
shshs Atoluylelse] AATE Q7S A& WA BTk
2 7)Y AHRA =) qtelA] AFIHE Y1, 5 Avishn He A
29o] ABOHY Qa'® sk Q) ol2A Qgke] £AEH ¢
(AlR] 7o) A} RO o]RolAl Ao} nhizt

X B 7]uke] 7] RO o] ojxl) Hlole] LR A5
T glehis) ol ol 4H ERjolxt A& A Tk FARAY 24950
Ik meE ol 3 4 otk AR HoE Ag-ole]
YZol o Babe Fejo]

® ulm oAY, TEAAFIUS,, 2032045 AN S, u ojgA =
~EFHO| 9Tk, 23%,



A

de 3l 2o HojolEol L5d VeAlLTY

i

o
Bl
£
o
N
ol
Mo

Z]
4

2ijul, 1l

o]

&I
~°

1=

A= o)k,

35

oy
Gal

O
ol

N

B
o

7}

=
i

B o

wro] 2o

2]}

ol
Bo

o
stz

o
.mo

#3514

3 Abolm F7holl A <] (

5

B
oT

N
ol

)
e

A GA R vholct,

20234 128 159

F

=
2

W 4 20234 102 319 / Ak 20234 128 159 / 7Ky

25
= .

B3}y, 17~18

bl ofat

oy
5, (e

Z

40) Q 3}



314 1 543 o5y 23 - 2023)

glolul= folal A, o83t of, U 1% o]Fo] 7HAl, AL: &2, 2003,

W 9 A, £ o, F4L Bl HaERA, AL A - olol - 2, 2000,

2UE W, WAy A, A

ok S A, upA o, T
E

o TOxd faAE,; AL e, 2014,
©glo] n|#E x|ty AL Balo]L 2016,

na oA A, =g o, TERAFWYS,, o E3HEY, 2018,
nhE AW A, @Y o, A o AHAY Sl Tk, A A
71—0]& 2023,
g we A, A o, THYPeRA Xﬁu o U, 2014,
, HEe A A=y, 2015,

ol el A, e o, T
7

ARUA AT, 2015,
Aol siElA A, MAu] o, FHo|A] oF= HA @ Wary, A& Y&, 2015
O]’T?'/\E]L/\ A, Ad o, THE F, Ae EEETAL 2022,
A B Fd A, o]F2 - 2 o, Tghael Aoy, A8 2], 2019,
ﬁfﬂ Ae A, AEd 9 o, "B ko] o3t Hah, A8 Y, 2000,
i ettty A, AEE o, e tﬂT J%é AGAE, 2018,

A Yol A, e o, "AF 3 341 SNS ARS AHAslofF & 1071H4] o]
B, T FolE], 2022,

A - AGH, F2AAAY, Z3ARA L AF=olEule] nlal,, AL dhAn|go],
2017,

A= 0110‘* A, 8% o, gz oA ZAEFHO] Hl=vh, o5 g9l
WS, 2021,

zY = AHEA A, IR o, "Atolde] 2e JAaby, Alg: EFu|d o,
2021,

3E dlEle gy A, ojula - o|¥% - Ed o, TAtolHHI AR, A
AZEBHAL, 2017,



Helbing, Dirk, “Why We Need Democracy 2.0 and Capitalism 2,0 to Survive”, Helbing,

Dirk, ed., Towards Digital Enlightenment, Ziirich: Springer, 2019, pp. 121-156,

Klimburg, Alexander, 7he Darkening Web, New York: Penguin Press, 2017,

Linz, Juan J., Totalitarian and Authoritarian Regimes, Boulder: Lynne Rienner

Publishers, 2000,

Poindexter, Dennis F., The Chinese Information War, North Carolina: McFarland &

EFANVEN

o,
)
—10

N
o3

=3
==

o
e
-

Company, 2018,
TSy 7 2 R - BRI - MAAE] #ER, TV LD
PRELGER—7 1 — b & PRIALS:, FER: EES b, 2000.

rZAETWO YA FHsts o)), REAEFHEE] oL FEA
ESH Atje] &, 1k o7yl 2019, 29~66Z,

oef o) xlsket A= o] Wk, Al 2, T4x} At eIt Al o
AROTHy, T SRS 2020, 24~52%%

42} Ard T O E AR Fe) Aol A, AFEoistn A eln) vt
A=, 2022,

- AEE, A Afol M o] WA A5AF UNGGEZHES F4lo2) A

8}5l=F; A63d AlLE, 2018, 43~68%,

FEE, A48 2, 20719 A AdeR = HAE 71EARE, Al
£ A} 2ozl n], 2022, 313~340%,

st7)&o] SElE v wl, S atslr|&sts] S8, Taslr)este] Al
A, AL FTHALO]AA 2014, 303~333%,

Fguo) vty 27F AR Qlehy, oS 9], '8she Hl2E2 A,
AL FoFAlo, 2016, 291~292%;,

TAfolw] Mejdel ulSAAn k=, A <, ToxE dEe] AAA
|y, T T, 2021, 115~144%,

A QJAFA TN BAO ' QIFAGOR,, F=AEAEFHES] &
S Tz AEZH AS|Q 28 FH,, 95 o7kl 2019, 116~146Z,
Pabole] Aol dist W& FF&of st A7t "Wl AT A2 A3s,
2022, 808~833%.

Galtung, Johan, “Violence, Peace and Peace Research,” Journal of Peace Research,

Vol, 6, no, 3 (1969), pp. 167-191,



316 | 293 g3K15%] 23 - 2023)

, “A Structural Theory of Imperialism,” Journal of Peace Research, Vol, 8, No,
2 (1971), pp. 81-117.
_, “Cultural Violence,” Journal of Peace Research, Vol, 27, no, 3 (1990), pp.
291-305.

Creemers, Rogier, ed., “Planning Outline of the Construction of a Social Credit System
(2014-2020)", China Copyright and Media, 2015, 4, 25,
¢https://chinacopyrightandmedia, wordpress, com/2014/06/14/planning-outline-
for-the-construction-of-a-social-credit-system-2014-2020/)

Schmitz, Rob, “What's Your ‘Public Credit Score’? The Shanghai Government Can Tell
You”, NPR, 2017, 01, 03,
<https://www, npr, org/sections/parallels/2017/01/03/507983933/whats-your-pu

blic-credit-score-the-shanghai-government-can-tell-you) |



Digital Revolution and the ‘Violence Triangle’

Kim, Philgu (Sungkonghoe University)

Abstract

In “Cultural Violence (1990)", Johan Galtung proposed the concept of a
Violence Triangle’ which consists of direct, structural, and cultural violence
as its three vertices, The purpose of this study is to analyze the reciprocal
dysfunctional interactions of direct, structural, and cultural violence surrounding
the cyberspace, based on this concept, Through this process, I aim to identify
the limitations of the state-centric apporach taken by the state actors for
achieving passive peace and, at the same time, explore the new potential
of Galtung’s theoretical tools in the era of cybemetics, symbolized by autonomous
machine in ever expanding networked systems,

This article analyzes the goals pursued by various social actors and the
conflicts arising from the introduction and utilization of the technology
systems of the Fourth Industrial Revolution, It then examines the mechanisms
through which the attempts of state actors to impose direct violence in cyberspace
lead to structural violence, In the latter part of the paper, I investigate the
cultural elements that underlie the use of ICT’s artifacts as instruments of direct
and structural violence against the human desires of ‘well-being’, ‘identity,

and ‘freedom’.
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