Institute for

I:I - -
o J L‘I%[HO"E EOEUHQI-O:I?.%I .
ﬂ r ’> The Institute_f‘or Peazand Uﬁficati:Studies KOl'e an StUdleS
N Seoul National University
THE GEORGE WASHINGTON UNIVERSITY

ROK-U.S. POLICY BRIEF

March 2026 |ISSUE 19

IRAN'S ASYMMETRIC DRONE WARFARE:
CRITICAL LESSONS FOR
THE U.S.-ROK ALLIANCE

By KAYLA ORTA




[] @" MErista SUusielpel

N The Institute for Peace and Unification Studies
N Seoul National University

Institute for
Korean Studies

THE GEORGE WASHINGTON UNIVERSITY

THE INSTITUTE FOR PEACE AND
UNIFICATION STUDIES

INSTITUTE FOR KOREAN STUDIES THE
GEORGE WASHINGTON UNIVERSITY

SEOUL NATIONAL UNIVERSITY
Web: https://ipus.snu.ac.kr/eng/
Facebook:facebook.com/I[PUSINSNU
Instagram: ipus.snu_official

Email: tongil @snu.ac.kr

Instagram: gwukorea
Email: gwiks @ gwu.edu

ABOUT THE AUTHOR

Kayla T. Orta is an Indo-Pacific specialist with expertise on U.S.-Republic of Korea (ROK)
ties, North Korea, and U.S.-ROK-Japan trilateral relations at the intersection of security and
technology policy. She currently holds non-resident fellowships at the George Washington
University’s Institute for Korean Studies (GWIKS), the Atlantic Council’s Indo-Pacific Security
Initiative, and the University of Vienna’s European Centre for North Korean Studies (ECNK).
As a foreign policy analyst, Orta publishes widely on U.S.-South Korean diplomatic, economic,
and security partnerships across a diversity of advanced technologies, including nuclear
deterrence, artificial intelligence (AI), civil nuclear energy, nonproliferation, and dual-use
safeguards.

Professionally fluent in Korean, Orta recently served as the Senior Associate at the Wilson
Center’s Hyundai Motor-Korea Foundation Center for Korean History and Public Policy.
Previously, she was a U.S. selectee for the Department of State’s Women Experts in U.S.-
ROK-Japan Trilateral Security delegation and participated in the Department of Energy’s
National Nuclear Security Administration/ Pacific Northwest National Laboratory Arms
Control Expert (ACE) initiative. She has held a variety of U.S. and Korean fellowships,
including at the ROK Ministry of Foreign Affairs, KAIST Nuclear Nonproliferation Education

Web: https://gwiks.elliott.gwu.edu/
Facebook: facebook.com/GWIKS2016/

Kayla Orta
Non-Resident Scholar,
GW Institute for Korean
Studies (GWIKS);
Non-Resident Fellow
Indo-Pacific Security Initiative,
Atlantic Council

and Research Center (NEREC), and the German Marshall Fund’s Taiwan-U.S.-Europe Policy Program.

She holds a M.A. in International Studies (Korean Studies) from Seoul National University’s Graduate School of

International Studies and a dual B.A. in International Studies and Foreign Languages (magna cum laude) from Miami

University.

Edited by Taesuh Cha (Professor, Seoul National University),

Celeste Arrington (Director, Institute for Korean Studies, The George Washington University),
and Yonho Kim (Associate Director, Institute for Korean Studies, The George Washington University)

March 2026 |ISSUE 19



1 ROK-U.S. POLICY BRIEF IRAN'S ASYMMETRIC DRONE WARFARE: CRITICAL LESSONS FOR THE U.S.-ROK ALLIANCE

olzte) bl SEH: 30| SWo| F= M @

Mot

KAYLA ORTA

NON-RESIDENT SCHOLAR,

GW INSTITUTE FOR KOREAN STUDIES (GWIKS);
NON-RESIDENT FELLOW,

INDO-PACIFIC SECURITY INITIATIVE, ATLANTIC COUNCIL

March 2026

In recent years, advances in military-use drone technologies—from intelligence, surveillance, and

reconnaissance (ISR) systems to enhanced targeting and strike capabilities—are challenging traditional doctrines

of air defense and deterrence. The expanded role of unmanned aerial vehicles (UAVs) in Russia’s aggression in
Ukraine and the yet-unfolding U.S.-Israel-Iran conflict in the Middle East demonstrates the valuable lessons

and clear warnings for the future of potential conflicts and military escalation on the Korean Peninsula.

It is yet unclear how (or, even when) the Iranian conflict will resolve. There is, however, little doubt that U.S.

adversaries in the Indo-Pacific region—including North Korea, Russia, and China—are paying close attention.

Increasingly, it is likely that emerging, disruptive technologies (EDTs), including future UAVs supported by
artificial intelligence (Al) systems, will present new challenges for U.S. and allied preparedness against
asymmetric warfare in the Indo-Pacific region.

To strengthen U.S.-ROK alliance readiness, both Washington and Seoul would benefit from the recognition
that Iran’s fielding of thousands of low-cost drones represents more than a temporary, insular trend, but rather

a probable strategic shift in adversaries’

warfighting calculus. In precise terms, today’s =T ZOx|odo| B2 RoISkEI|(VUAV)E
conflict in the Gulf demonstrates the asymmetric 7|=0| IH|E 92 H|H|of| 2A 28t o]
advantage of fielding UAVs against traditional HICHAIE O|ME Hoj=11 Qlol, 23 oA

high-cost interceptors—a fact that Pyongyang is

X=2o| E2 J7|£7Hdr A ollA e "Hoig
undoubtedly noting in the development of its =2l E2 7= 'Ll‘ooll;l ol ni =89l
own drone technology. Should a contingency F=ola S ZHojct

break out on the Korean Peninsula, the United
States and South Korea must have a prepared, tested, and hardened doctrine of engagement for drone and

counter-drone responses.


https://www.ifri.org/en/studies/mapping-miltech-war-eight-lessons-ukraines-battlefield
https://www.ifri.org/en/studies/mapping-miltech-war-eight-lessons-ukraines-battlefield
https://www.iiss.org/publications/strategic-dossiers/2026/uavs-isr-deterrence-and-war/
https://www.chosun.com/english/national-en/2026/03/25/PLLB6CBKXRDD5CYFANNH4K3FY4/
http://www.kcna.kp/en/article/q/7814962e12328ec63931b157c5b3d5ce7b157feba4b72cf62bb56a001fb3458d71348f8a1308e510acb97aac72505e51.kcmsf
https://mid.ru/en/foreign_policy/news/2083284/
https://www.fmprc.gov.cn/mfa_eng/xw/fyrbt/202603/t20260302_11867202.html
https://www.chosun.com/english/opinion-en/2026/03/16/IR3DWKBJXNGFJPVHBCX3BFRJCA/
https://www.ft.com/content/56e44d7b-4077-4785-87f6-5027a0beca66?syn-25a6b1a6=1
https://www.csis.org/analysis/unpacking-irans-drone-campaign-gulf-early-lessons-future-drone-warfare
http://www.kcna.kp/en/article/q/483089644715d1f3fedb06afe63d9180.kcmsf
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Crisis in the Gulf: ‘A Battle of Innovation’

On February 28, 2026, the United States and Israel launched joint aerial strikes on Iran. The military operation,
codenamed “Epic Fury,” has triggered a seemingly ever-widening geopolitical, economic, and energy security
crisis in the Middle East. While the U.S. government’s declared reasoning for the attacks centered on limiting
Iran’s nuclear weapons capabilities, Washington seemed unprepared and potentially unequipped to address
Iran’s extensive retaliatory drone and missile campaigns across the Persian Gulf.

Since the outbreak of the conflict, Iran’s Shahed-class one-way attack drones have struck U.S. embassies in

Saudi Arabia and Iraq, as well as a U.S. tactical operations center in Kuwait, killing six U.S. servicemembers.

Furthermore, Iran has not hesitated to leverage its drone tactics against neighboring Arab nations. Iranian drone

strikes have reportedly targeted military and civilian installations in the United Arab Emirates, Bahrain, Kuwait,

Saudi Arabia, Qatar, and Oman. Holding energy and economic infrastructure at risk has also been a clear tactic

in Iran’s strategic drone campaign. By threatening critical infrastructure, the Islamic Revolutionary Guards
Cotps (IRGC) has effectively disrupted the Strait of Hormuz—one of the most critical global shipping routes

for oil and liquefied natural gas.

Tehran’s actions are proving that large-scale UAV campaigns—at least in the short-term—may be an efficient
and cost-effective strategy. Iran’s one-way attack drones, such as the Shahed-136, cost approximately $20,000
to $50,000 per unit. In contrast to the U.S. multi-million-dollar surface-to-air missile defense systems like the
PATRIOT and Terminal High Altitude Area Defense (THAAD), Iran’s drone campaign enables Tehran to

impose asymmetric military costs, while simultaneously eroding the long-term sustainability of U.S. regional

defense operations.

Tehran's Lessons for Pyongyang

What is the lesson here for North Korea? Though we are still early in the unfolding crisis, U.S. policy analysts

have been quick to argue that Washington’s actions in the Gulf are sending clear signals to North Korea. Both
the U.S. “Operation Midnight Hammer” airstrikes on Iranian nuclear weapon facilities in June 2025 and
February’s joint U.S.-Israeli attacks may harden North Korean leader Kim Jong-un’s resolve to expand and
maintain the nation’s nuclear weapons and missile programs. On March 24, Kim stated at the Supreme People’s
Assembly that North Korea’s nuclear weapons status is “irreversible.” As a result, a return to inter-Korean

denuclearization talks is unlikely to be on the table in the near term.

Beyond the nuclear disarmament debate, however, there is a more immediate and concerning question: How
might North Korea—Ilikening its position to Tehran’s—seek to leverage its own expanding drone fleet to the
greatest advantage during a potential conflict on the Korean Peninsula? Most likely, Iran’s actions are providing
the DPRK with another view of the strategic value and tactical usages for drone warfare. For North Korean
military forces, this lesson only serves to build upon the on-the-ground combat knowledge that DPRK troops
are gaining from supporting Russia’s war in Ukraine.


https://www.whitehouse.gov/videos/president-donald-j-trump-on-the-united-states-military-major-combat-operations-in-iran/
https://www.npr.org/2026/03/18/nx-s1-5749441/drones-iran-us-ukraine-epic-fury
https://time.com/7382582/trump-iran-war-weapons-stockpiles/
https://www.nytimes.com/2026/03/02/world/middleeast/us-embassy-riyadh-saudi-iran-drone.html
https://www.reuters.com/business/aerospace-defense/rocket-drone-attacks-resume-us-embassy-diplomatic-facility-baghdad-sources-say-2026-03-17/
https://apnews.com/article/slain-soldiers-iran-drone-strike-kuwait-7b65d5b6c3c3097e2a43972f91ae4cbf
https://www.csis.org/analysis/unpacking-irans-drone-campaign-gulf-early-lessons-future-drone-warfare
https://www.stimson.org/2026/iran-isnt-flailing-its-executing-a-coercive-risk-strategy/
https://time.com/article/2026/03/17/what-is-the-strait-of-hormuz-global-trade-oil-flow-iran-war/
https://www.ft.com/content/56e44d7b-4077-4785-87f6-5027a0beca66?syn-25a6b1a6=1
https://www.npr.org/2026/03/18/nx-s1-5749441/drones-iran-us-ukraine-epic-fury
https://www.npr.org/2026/03/18/nx-s1-5749441/drones-iran-us-ukraine-epic-fury
https://www.38north.org/2026/03/eight-lessons-for-north-koreas-nuclear-and-missile-forces-from-the-ongoing-iran-conflict/
https://www.sejong.org/web/boad/22/egoread.php?bd=22&itm=&txt=&pg=31&seq=12488#:~:text=South%20Korea%20must%20respond%20to,that%20can%20offset%20these%20developments.
https://www.dw.com/en/north-korea-watches-and-learns-as-us-attacks-iran/a-76409773
https://kcnawatch.org/newstream/1774349063-661806221/respected-comrade-kim-jong-uns-policy-speech-at-first-session-of-15th-supreme-people%E2%80%99s-assembly-of-dprk/
https://kcnawatch.org/newstream/1774349063-661806221/respected-comrade-kim-jong-uns-policy-speech-at-first-session-of-15th-supreme-people%E2%80%99s-assembly-of-dprk/
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Witnessing Iran’s drone strategy, the critical lesson for
Pyongyang may be that, by fielding low-cost UAVs,
nations with comparatively weaker military forces are

oFst It X{H|8 FoIg2Y|(UAV)E able to attack and hold hostage strategic targets, as well
28stoa |\ M2kM X2 224611 0|2 as evade high-end military hardware not designed to
OIZIk{2d QHHISH A OICk= Xl A olr} track, target, and intercept low-flying attack drones.

Looking forward, North Korea may choose to ramp
up its own UAV research and development (R&D) for mass-production of advanced drones—a likely outcome
which the United States and South Korea must be prepared to address.

South Korea’'s Counter-Drone Challenge

South Korea has already begun to experience North Korean drone tactics on the Korean Peninsula. In recent
yeats, North Korea, which maintains a fleet of an estimated 1,000 drones, has tested the boundaties of its drone

technology, including targeted ISR missions into South Korean territory. While incursions in 2014 and 2017

were limited to single-drone missions—in most cases, crashing in relatively remote northern regions in ROK

territory—North Korea’s December 2022 incursion underscored South Korea’s need for a national security
strategy on drone and counter-drone capabilities.

On December 26, 2022, North Korea piloted five two-meter-long reconnaissance drones across the heavily
fortified demilitarized zone (DMZ) into South Korea. In response to the incursion, the ROK military scrambled
fighter jets and attack helicopters in an attempt to track and intercept the DPRK’s drones. One drone
successfully reached Seoul—a city with an estimated population of 10.1 million—and after entering the no-fly
zone near the South Korean presidential office, was able to safely return to North Korea. Despite a reported
five-hour mission, the ROK military was unable to intercept any of the North Korean drones.

The failure to adequately detect, track, and destroy North Korea’s ISR drone infiltration exposed South Korea’s
low-level readiness at the time, raising heavy skepticism over the nation’s long-term counter-drone competency.

Since then, South Korea has pledged $441 million for a five-year program to build specialized counter-UAV
technologies, including the development of laser weapons and signal jammers. In September 2023, the ROK
Drone Operations Command was established and, though interfacing with US Forces Korea through the
Korea Air and Space Operations Center (KAOC), mainly serves to coordinate South Korea’s internal drone-
related policy and strategy across ROK Army, Navy, Air Force, and Marine Corps.

Today, South Korea faces the dual challenge of - " o
" e o= 2 5ote| EE |z o] CHS3sHof
combating North Korean advancements in drone

Sh= SAl0ll, Xt=2] FAFSI|(UAV)

technologies, while simultaneously exploring R&D

options for its own national UAV technologies and 2l& HES flot AHL(R&D) HHS
expanding capacity-building for military personnel. Al # 9l2do| 28 S 2 sHfisHof
South Korea’s in-development UAVs systems range SH= O|=X 1px|of| Zlsl QIct

from relatively low-cost to high-end technologies,
including Korean company, Nearthlab’s Xaiden first-person-view (FPV) Al-enabled ISR drones and the

ongoing development of South Korea’s advanced stealth drone, the Kaori-X, designed to fly in synchronized



http://www.kcna.kp/en/article/q/483089644715d1f3fedb06afe63d9180.kcmsf
http://www.kcna.kp/en/article/q/483089644715d1f3fedb06afe63d9180.kcmsf
https://www.chosun.com/english/north-korea-en/2022/12/27/KJTXH5AU4UDNE57732VTDWKMV4/
https://www.koreatimes.co.kr/southkorea/defense/20230126/s-korea-to-increase-joint-air-defense-exercises-following-n-korean-drone-incursions
https://nationalinterest.org/blog/korea-watch/south-korea-needs-drone-strategy-206704
https://en.yna.co.kr/view/AEN20221227005300325
https://www.bloomberg.com/news/articles/2023-01-05/north-korea-drone-last-week-entered-no-fly-zone-in-central-seoul
https://www.bloomberg.com/news/articles/2023-01-05/north-korea-drone-last-week-entered-no-fly-zone-in-central-seoul
https://en.yna.co.kr/view/AEN20221227005300325
https://nationalinterest.org/blog/korea-watch/south-korea-needs-drone-strategy-206704
https://www.reuters.com/world/asia-pacific/south-korea-spend-440-mln-until-2027-counter-north-korea-drones-2022-12-28/
https://koreajoongangdaily.joins.com/2023/06/20/national/defense/Korea-North-Korea-drone/20230620174151268.html
https://nearthlab.com/en/resources/newsroom.php?bgu=view&idx=281&cate=4
https://www.twz.com/air/south-koreas-loyal-wingman-air-combat-drone-unveiled
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formation alongside KF-21 Boramae fighter jets. Furthermore, South Korea has launched UAV_training
campaigns, aimed at broadening ROK soldiers’ operational familiarity with deployable drone technology.

At the same time, North Korea also continues to upgrade its UAV technology—with the more recent

innovations, such as the Saetbyol-4 and Saetbyol-9, possessing seemingly improved range and capabilities. Still,

South Korea’s pace of innovation and policy attention to advancing its UAV capabilities cannot risk lagging
behind.

Prospects for a U.S.-ROK ‘Drone’ Alliance

As the battlefield changes, so too must the U.S.-ROK strategy to address rapid innovations in drone and anti-
drone technologies. To address these challenges, the United States and South Korea will need to reassess the

strategic importance of UAVs in U.S.-ROK joint deterrence readiness and conflict preparedness in the region.

First, Washington and Seoul—recognizing the rising
0|23} Sk odL 3t 0] ZE o4x|| EfA|S} impéications of dlr)(l)in}e1 technf)logy . in1 mode.rn
- warfare—must establish strategic national secutit

278 tie| XFE0IM 2IZS71(VAV)2 agendas on how to address poteitial UAV incursionz
M2k F24S Mgord 2ot Ut and attacks on (and around) the Korean Peninsula.
Prior to a crisis, the United States and South Korea

have an opportunity to formulate integrated detection, tracking, and interception frameworks centered on
advancing joint counter-UAV capabilities. U.S.-ROK scenario-focused military training operations, such as the

counter-drone drills in 2023 and March 2026, are crucial examples for cultivating operational confidence and

joint readiness.

Second, in light of Iran’s recent drone campaigns, the U.S.-ROK alliance should re-evaluate the military doctrine
which specifies circumstances, conditions, and limitations for military response to future North Korean drone-

specific aggression. To avoid miscalculation on the Korean Peninsula, the United States and South Korea must

agree upon what constitutes as escalation thresholds for potential UAV activities—ranging from low-end
threats and ISR-related incursions to targeted attacks. As demonstrated by Tehran’s threats of UAV attacks
along the Strait of Hormuz, an adversary’s ability to deploy low-cost assets to hold hostage strategic points of
transportation or critical infrastructure could provide strategic leverage in an ongoing conflict or even be utilized

as a bargaining chip for escalation pathways.

Morteover, the conflict-prone and densely populated environment on the Korean Peninsula demands careful
attention for the ambiguous legal and dual-use nature of UAV operations, especially in grey-zone scenarios. A
case in point, when South Korea responded tit-for-tat to North Korea’s 2022 drone incursion by launching
two RQ-101 Night Intruder UAVs across the DMZ into the DPRK, the United Nations Command declared

that the inter-Korean drone incursions were a violation—on both sides—of the 1953 Armistice Agreement,

risking large-scale escalation between the two Koreas.

Third, a nation’s ability to maintain rapid development-to-deployment cycles for military-use UAV technologies

will be crucial for modern warfare. The United States and South Korea could leverage joint R&D initiatives to


https://www.chosun.com/english/national-en/2025/09/05/ERP24EQMKVHHDDWFXLVXTJFKF4/
https://www.chosun.com/english/national-en/2025/09/05/ERP24EQMKVHHDDWFXLVXTJFKF4/
https://warontherocks.com/2025/07/north-koreas-deadly-drone-bonanza-is-coming-to-a-peninsula-near-you/
https://www.38north.org/2025/09/current-status-of-north-koreas-drone-program/
https://www.iiss.org/publications/strategic-dossiers/2026/uavs-isr-deterrence-and-war/
https://www.iiss.org/publications/strategic-dossiers/2026/uavs-isr-deterrence-and-war/
https://www.army.mil/article/266613/eighth_army_rok_army_complete_joint_counter_drone_exercises
https://www.chosun.com/english/national-en/2026/03/25/PLLB6CBKXRDD5CYFANNH4K3FY4/
https://www.38north.org/2023/01/how-to-respond-to-the-new-north-korean-threat-from-uavs/
https://www.bloomberg.com/news/articles/2023-01-05/north-korea-drone-last-week-entered-no-fly-zone-in-central-seoul
https://www.aljazeera.com/news/2023/1/26/n-korea-and-south-korea-violated-armistice-with-drone-flights-un
https://www.atlanticcouncil.org/blogs/ukrainealert/drone-superpower-ukraine-is-teaching-nato-how-to-defend-against-russia/
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strengthen their respective UAV-relevant industrial defense complex. As South Korea works to expand its
defense industry, there may be opportunities to work with U.S. manufacturers for military-use drone production,
especially in new technologies for medium- and high-altitude UAV capabilities. For anti-UAV technologies,

South Korea will need to rapidly upscale investment and production for interceptor drones, designed to target,

disable, or destroy adversarial attack drones. Whether drones are U.S.- or South Korean-built, both nations
would benefit from enhanced supply chain resilience for critical UAV components, particularly for large-scale
and long-term production.

Fourth, the psvchological threats of drone warfare and subsequent socio-political implications should not be
ignored. Adversarial threats for targeting civil infrastructure could stoke public fear, seeding uncertainty in
government and military capabilities to ensure the safety of citizens. To strengthen civil defense awareness and
resilience measures, South Korea must continue to conduct nationwide air-raid and evacuation drills, such as
trainings in August 2023 and 2025, as a broader strategy to mitigate the potential societal impacts of UAV-
related threats.

In conclusion, Iran’s expansive drone campaigns accentuate

a broader transformation in modern warfare—one in which O|2fx[Ek=0| 0 E3tEl $t-0]'E2
low.—cost, scalable techgologles are eroding traditional %noH' s jolil'-aI'E e ' ME & *ol"c')' -
tactical advantages of high-tech deterrence and defense =2 30| SaHO| CiiH| EfM|Q} B]a

systems. As next-stage Al-enabled UAVs loom large on the —=Tia"l oo™ T
horizon, strengthening a future-oriented, integrated U.S.- 2|0 M2 obdd S UMIIK| (IESE
ROK ‘drone alliance’ will be essential to ensuring that o17| Slsl Z4=o|Ct

emerging drone threats do not outpace allied readiness,

resilience, and strategic stability.
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